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Dear US Bank Customer,

Recently there have been a large nurber of identity theft attempts targeting US Bank Custorers
In order to safeguard your account, we require that you confirm your banking details.

This process is mandatory, and if not completed within the nearest time your account or credit card may be subject to termporary
suspension

To securely confirm your US Bank Account details please follow the link

https://www.ushank.com/intemetBanking/RequestRouter?requestCmdld=upt

Note: You may have to report this message as "Not Junk Mail” if update link does ot work

Thank you for your prompt attention to this matter and thank you for using US Bank
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1. EMAIL SCAMS
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Dear Sir

I am fine today and how are you? I hope this email will find you in the best of health. I am Prince Joe Kawasa, and I’ve got $54 million in a bank account in my country. I need to get my money out of the country before it is seized by my government. If you help me I will pay you ten percent. All I need you to do is to send me your bank account details, including passwords. I will pay all the money into your account, and then you can send it to me, less your $5.4 million commission.

1.
Explain what happens when you send Prince Joe your bank account details and passwords.


2.
This type of scam cons people out of millions of dollars each year. Why do you think that people can be so stupid as to send Prince Joe their bank account details? Write enough to fill the box below.


3.
How would you persuade someone who was convinced that the email was genuine that it is not a good idea to get involved with Prince Joe?



5.
How can you be sure that your personal details and passwords do not get ‘phished’? Think about: the difference between clicking on an email link to HSBC bank and typing the web address into a browser yourself, looking for a padlock on the site, why a bank would want you to ‘confirm details’.











People think they will get money from it so they give their details to him. They think they are being helpful.

















4.   ‘Phishing’ occurs when you receive an email  that appears to be from your bank (see example left). It asks you to confirm your personal details. You click on a link that takes you to the ‘bank’s website’. You enter your username, password and account numbers. What happens next? How have you been conned?











If it is from your bank you will have to confirm your details. This is to show that it is actually you.



































By showing them how easily their money could be stolen.
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The person has managed to get your bank details and therefore your money aswell.














He uses them to get your money.











